NudpopmannonHas namMaTKa 11 00y4arOmUXCcs s pa3MelleHust Ha 0pUuuIMaIbLHbIX
HHTEPHeT-pecypcax

C KaXIbIM TOJOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCSA OOJIBLIE, a IIKOJIbHUKU OJHU U3
caMbIX AaKTHBHBIX IOJb30Baresiell PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECEeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA IMOMOYb TeOe Oe301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIHOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Obliia 3allylleHa 3apa)KeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)KE€ YHHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToapl 3alIUTHL OT BPCOAOHOCHBIX ITpOTIpaMM:

1. Hcnonb3yli COBpEMEHHBIE OIEpallMOHHBIE CHUCTEMbl, UMEIOLINE CEPbE3HbI YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIC ABTOMATHUECKU
YCTQHABJIIMBAIOTCS C IEIbI0  JOpabOTKH MpOrpaMMbl) M JIPYrHEe OOHOBJICHUS CBOCHU
orepanmoHHo# cucrembl. CkaunBail X TOIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Pabotaii Ha CBOEM KOMIIBIOTEpE IMOJ TpaBaMHu IOJIb30BATEIS, & HE aJIMHHUCTpPATOpA.
OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAIMPOBATHCS Ha TBOEM
MIEPCOHATIBHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IIPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUYECKUIM TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yli BHEIIHWE HOCUTENU MH(GOpMaLWHU, Takue Kak (remika, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (Daiiiibl, OJyUYEHHBIE U3 HEHAIEKHBIX UICTOYHHUKOB. [{axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HEro, OTIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huzaepmanjickas koMmmnaHus 3apeructpupoBasa O6penn "WECA", uto o6o3Hauasno
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBoIHast TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApT
BbIcIIel 3ByKoBoO TexHuku Hi-Fi, uTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecrlaTHBI HMHTEPHET-IOCTYH B Kade, OTeNsX U a’pornoprax SBJISIETCS OTINYHOM
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHEepThl CUMTAIOT, YTO 00meaocTynHbe Wi-



Fi cetu He sABISAIOTCS OE€30IIACHBIMU.
CoBeTsl 110 6€301macHOCTH paboTHl B 00Ie0CTYTHBIX ceTssx Wi-fi:

1. He mepemaBaii cBoro nuuHyr0 WHpopManuio uepe3 obmemoctynubie Wi-Fi cern.
PaGoras B HUX, XCJIATCIIbHO HC BBOAWUTL MAapOJIiK JOCTYIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl M OpaHaMayep. Tem caMbIM ThbI
oOe3omacuiib cedsi OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannmu Wi-Fi ortkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHast (yHKOUS 3aKpbiTa MO0 YMOJYAHHWIO, OJHAKO HEKOTOPBIC IOJIH30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI qist mepemaun TWYHBIX J@HHBIX, HApUMeEp IS
BBIXO/Ia B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonpko 3ammiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https:/";

6. B MobunsHoM Tenedone otkimoun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBTOMaTn4eckoro MmoAKII0YeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajabHble CeTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKW3Hb, MHOTHE JIOAU PAaOOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUTHAp], YEJIOBEK, YTO SIBIISETCS OIHOM
CeIbMOI BCEX JKUTENICH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAaIHs,
pasMelleHHas UMH B COLIMAJIbHBIX CETSAX, MOXET ObITh HalJIeHa M UCIOJIb30BaHA KEM YIOAHO, B
TOM 4HCJI€ HE 00513aTeIbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuup crnucok apy3eid. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYIO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JMYHYIO WHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBECTHU KAHUKYJIbI;

3. 3ammiail cBOIO peryTaluio - JAepKU €€ B YUCTOTE M 3ajiaBail cebe BOIpOC: XOTel Obl
ThI, YTOOBI IPYrUe MOJb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [Togymail, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecau ThI roBopuiib € JOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3yI71 CBOC pCAJIbHOC UM
U IPYT'YIO JINYHYIO PIH(bOpMaLII/II/IZ HUMs1, MCCTO XKHUTCJIILCTBA, MECTO y‘-IC6LI " IpoUcee;

5. U36eraii pazmemenus dotorpaduii B IHTepHETE, Tie ThI M300pakeH HA MECTHOCTH, T10
KOTOPOH MOXKHO OTIPEICTNTh TBOE€ MECTOIIOIOKEHHE;

6. Ilpu peructpaiuu B COIHMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BATh CIOXKHBIC MApOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. JIns cOIManbHOM CETH, MOYThI U JAPYTHMX CAMTOB HEOOXOJUMO HCIIOJIb30BaTh pa3HbIC
naposii. Toraa eciu Te0s B3JIOMAKOT, TO 3J0YMBINUICHHUKH TOIYyYaT JOCTYIl TOJIBKO K OJHOMY
MECTy, a He BO BCe cpasy.



JJIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTex e, OJHAKO CYIIECTBYIOT
MOIICHHUKU, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

9J'IGKTpOHHBI€ JCHBI'M IIOABHJIIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a O3TOrO BO MHOI'HX
rocyaapCTBax A0 CUX IIOP HE MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIesioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBIE. Pa3HUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpOBOAUTH Onepauud 0e3 WASHTH(HUKAIMK IOJIb30BaTeNsi, a B
HEAHOHUMHBIX UACHTU(UKALIMS TT0JIH30BATENS ABISETCS 00s13aTEIbHOM.

Taroke ciemyer pasnuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizaHHBI TenedoH MOMOXET, eciu 3alyaems CBOM
IUIATEKHBIA NApOJIb WJIM 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBa;

2. Ucnonb3y#i omHopaszoBkie mapoiu. [locie mepexoma Ha YCHIICHHYIO aBTOPHU3AIHIO TeOe
yKe He Oy/IeT yrpoaTh OIMACHOCTh KPaXKU WJIH TIepeXBaTa MIaTeKHOTO Mapois;

3. Boibepu cnoxubiif mapoins. [IpectynHukam 0yaeT He IPOCTO yraaaTh CIOKHBINA MapoJb.
Hanexubie mapoiu - 3To mapoyiv, KOTOPhIE COJAEPKAT HE MEHEEe 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U TPOMUCHBbIE OYKBBI, MU(PHI U HECKOIbKO CHUMBOJIOB, TaKH€ KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU 0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIBIOTEPHOW CETH.
OO06bIuHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme IepeJadyd MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb IepeaaBaTh (paissl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBINH BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle TOBEPSTh TEM, KOTO 3HA€llb U KTO MEPBBINA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute Nu4Hyr0 uMHpopmauuio. Hanpumep, mydme BbIOparth
"My3bIKabHbIN _(paHaT@" win "pokx2013" Bmecto "temal3";

3. Hcnonb3yil ABYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MAapoJisi HY)KHO BBOJUTH
KO/, IpHUChLIaeMblIii mo SMS;

4. BpiOepu croXHBIA Tapoiib. JIJIsi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HAJCKHBI, YCTOWYMBBIN K B3JIOMY IIapOJIb;



5. Ecin ecTh BO3MOKHOCTh HamucaTh CAMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH 3TY
BO3MO>KHOCTb;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBblii A1 YacTHOM HEpPENUCKU C
azpecaTamMM, KOTOPBIM Tbl JOBEps€UIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONB30BaTh IPU
peructpanuu Ha popymax u caiTax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, Aa)Ke €CJIM OHU MPUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (paiiisbl;

8. [Tocie okoHyaHusi pabOTHI HA TIOYTOBOM CEPBUCE MEPe]] 3aKPHITHEM BKIIAJIKH C CAWTOM
He 320y HaXKaTh Ha "BeridTu".

Knﬁepﬁymmﬂr NUJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHr - npecieoBaHue COOOMEHUSIMHU, COJIEPIKAIUMHI OCKOPOJICHHS, arpecculo,
3allyTHBaHKe; XYJIUTaHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C MOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlydammmii crmoco0: TOCOBETOBATHCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$[, TO BHA4YaJI€ YCIIOKOUTBLCA. Eciu TBH HayHemb oOTBEYaTh
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIe Pa30kKKellb KOHMIHUKT;

2. Ypasinsdii cBoeil kubeppenyTaiumei;

3. AHoHumHOCTH B cetd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHHTH, KTO CTOHMT 32
AHOHUMHBIM AKKayHTOM;

4. He crouT BecTH XyJUTaHCKUI 00pa3 BUPTyaslbHOM XKu3HU. VIHTEepHET (ukcupyer Bce
TBOU JICHCTBUS U COXPAHACT UX. Y NTAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha Ha4aabHOW CTaaNH;

7. ban arpeccopa. B nporpammax 0o0MEHAa MTHOBEHHBIMH COO6H.[€HI/I}IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKU COO6I.I.[CHPII>1 C OIIPECACIICHHBIX aAPECOB;

8. Ecim Tl cBuzmerens kuOepOymiauHra. TBou JEHCTBUS: BBICTYNIUTH IMPOTHB
IpecieioBaTens, MokKa3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJJIEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IIOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnbHbIi Tes1eoH

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI coAepkKaT B ceOe BIIOJIHE B3pOCIblil (QyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CPEACTB
3alUTHI JIJIs1 TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX NPOMCXOJUT HE TaKk MHTEHCUBHO, kak ans [IK, To ke camoe kacaercs M MOOMIJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTHUYECKHU JOTHATH HACTOJBHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a CO000 OONBIIYI0 CIOKHOCTh W MEHBIIYIO



3alIMIICHHOCTD.

Jlaneko He Bce MPOU3BOAMTEIM BBITYCKAIOT OOHOBJIICHHS, 3aKPBIBAIOIIME KPUTHUECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisgercs [MO-HAaCTOAICMY OecIuIaTHBIM. By,I[B OCTOPOXXEH, BEAb KOI'da Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKHE-TO INIATHBIC YCIIYT'U,

Hymaii, mpexxae yem oTnpaBuTh SMS, poTo mnmum Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUIIBHBIX TeNEe(OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHHA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro kKak THI BBIAACHIH C caiiTa, TZie BBOAWI JHYHYIO WH(POpPMALHWIO, 3alau B
HACTpOIKK Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHE IVIATHBIC YCIIYI'H aKTUBUPOBAHbBI HA TBOEM HOMCEPE;

JlaBaii cBoif HOMep MOOUIBLHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOTAAa Thl UM He mosb3yelbess. He 3a0biBail nHora
HPOBEPATH 3TO.
Online urpsi

COBpCMeHHI)IG OHH&ﬁH-Hl"pLI - OTO KpaCOYHBLIC, 3axXBaTbIBAIOOIUC PA3BJICYCHUA,
O6’BG,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MHPY. HrpOKI/I HCCICAYIOT JAHHBIA UM MHp,
06HIaI-OTC5I ApYyT C APYroM, BBIIIOJIHAIOT 3aJaHUsA, CPpAXKAOTCA C MOHCTpPAaMU MU MOJYYarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: IMOKYIIAIOT AHUCK, OIVIAYHUBAKOT a0OHEMEHT HIIH an/I06peTa10T
KaKue-TO OIIIIHUH.

Bce otm cpenctBa MIyT Ha NOAACpKAHME M DPA3BUTHE UIPHL, a TaKKe Ha caMy
0€30I1aCHOCTh: COBEPLICHCTBYIOTCS CHCTEMBbl aBTOPU3AIlMM, BBIMTYCKAIOTCS HOBBIE MaT4U
(undpoBbIe 3aMIaTKU A IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIllacaTbCAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaxXKu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUN OOJIBIITMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecin npyroii urpok BeneT cedsl MII0XO MM CO3JaeT Tebe HENPHUSATHOCTH, 3a0JI0KUpPYH
€ro B CIIMCKE UTPOKOB;

2. [loxanyiica aAMUHUCTPATOPaM UTPhI HA TUIOXO€ MOBEAEHUE 3TOI0 UTPOKA, JKEIATEIbHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoduMaabHbIE TATYA U MOJIBI;



6. Mcnonb3yii cokKHBIE U pa3HbIE MAPOJIH;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUIHbIX JaHHbIX

OObIuHOW Kpaxkel JeHer M JIOKyMEHTOB CEroJHs YK€ HHUKOr0 HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, W
MPOJIOIDKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosBMIIach HOBasi yrpo3a: MHTEPHET-MOLIEHHHYECTBA WIM (DUIIMHT, TJIaBHAs IIEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUIACHIMAIBHBIX JAHHBIX I0JI30BaTENCH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas oBis,
password - mapoJib).

OcHOBHBbIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Crnemu 3a cBOMM akKayHTOM. Eciu ThI MO03peBaeIiib, 4TO TBOS aHKETa ObIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKHPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. HCHOHBSYﬁ Oe30macHbIe Be6-caﬁTH, B TOM 4YHCIJIC, HHTCPHCT-MAra3MHOB W ITIOMCKOBBIX
CHUCTEM,

3. Wcnonb3yil CIOXKHBIE U pa3Hble Mapojd. Takum oOpa3om, eciau TeOs B3JIOMAaIOT, TO
3JIOYMBINUJICHHUKHA ITOJYYaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(bI/IJ'IIO B C€THU, a HC KO BCEM,

4. Ecnu Tebst B3moMald, TO HE0OXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
N00aBJICHBI Y T€OSI B IPY3bSIX, O TOM, UTO T€Os B3JIOMAJIHM U, BO3MOXKHO, OT TBOErO UMEHHU OyAeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOUITBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBaii (aityibl U Ipyrye BIOKEHUS B MUChMaX, JaXKe €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISIIN U OHU TeOe AT (aitibl.

Hudposas penyranus

[Mudposas penyranust - 3TO HeraTHUBHAs WM NMO3UTHBHAs WH(pOpMalMs B CeTH O Tele.
Komnpomerupytomass unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3suThcsA Ha TBOEW peanbHON Xu3HU. "LludpoBas penyrauus” - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs u3 nHGopMaIuu 0 TeOe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PHHAHCOBOE MOJIOXKEHHUE, 0COOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JIETKOMBICIIEHHO OTHOCSTCS K MyOJIMKalMHM JMYHOW MH(pOpMaluu B
WnuTepHere, He MOHUMAsE BO3MOXKHBIX MOCNEACTBUI. Thl axe HE CMOXKEIIb JOTaJaTbCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MPUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmenienue TBoux ¢otorpaduil 1 Jpyrue AecTBUs MOTYT HE UCUE3HYTh
JlaKe MOcJie TOT0, KaK Thl UX yJalIUIIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(pOpMallKIo, Ionana
J¥ OHAa B TOHMCKOBBIE CHCTEMBl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAalOT o Tebe



OKpY’KaloIIMe JIOAHU, KOTOpPbIe HAIyT U yBUAAT 3T0. Hailtu uH(popManuo MHOTO JIeT CcrycTs
CMOXET JIFOOOW - Kak M3 JAOOPBIX MOOYXKACHWH, TaK U ¢ HAMEPEHHEM NPHYUHUTH Bped. DTO
MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaLNU:

1. Tlomymaii, mpekae 4eM uYTO-TO IYOJMKOBaTh W IepeaaBaTh y ceds B Ojore wiu B
COIIMAILHOM CETH,

2. B HacTpoiikax npoduiisi yCTaHOBH OTpaHHYCHHsI HA IMPOCMOTP TBOETO MPOQUIS U €ro
COAEP)KUMOTO, CIeai ero TOJbKO "1 apy3en";

3. He pasmemniaii u He yka3wiBail MH()OPMAILIHIO, KOTOPAsk MOXET KOTO-TMOO OCKOPOISATH
WU OOMIKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE MIKOJIbHUKH - aKTUBHBIE MOJIb30BaTENIN U(poBOro npoctpaHcTsa. OgHaKo
JIAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTHMH BO3MOXHOCTSIMH U(GPOBOr0 Mupa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTb.

TepMuH "WHTEUIEKTyalbHasT COOCTBEHHOCTh" OTHOCUTCS K pa3jiMYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEHMI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha NpPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHHUramu, Qotorpadusimu, KUHOQUIBMaMH U
MYy3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHME IpaBa - 3TO paBa Ha MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh HA IPOM3BEACHUS
HayKH, JIMTEPATypPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B KAU€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3yibTaTaxX CBOErO TpyJa, MOJYyYUTh U3BECTHOCTh M MPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 IPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOJIUYHO
UCIIOJIHSAT, IOKa3bIBATh/UCIIONIHATE B AdUpe WiK pazMeniatsh B UHTepHeTe.

Hcnonb3oBaHue "MUpaTcKoro" MporpaMMHOTO OOECTIeYeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 0 OJIOKMPOBKHM TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeJleranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYILECTBYIOT JI€TalIbHbIE
u OecIIaTHbIE IPOTPaMMbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CE€THU MOHSATHBIM U JOCTYIHBIM SI3BIKOM, & TIPHM BO3HHUKHOBEHUHM KPUTHUYECKON
CUTyalluu OOpaTHThCS 32 COBETOM. A TakKe MPHUHITH Y4acTHE B KOHKypCaxX M CTaTh CaMbIM
M (pPOBBIM TpakTaHUHOM !



